
AVAYA FABRIC  
CONNECT  
SOLUTION WITH 
SENETAS ETHERNET 
ENCRYPTORS

This document describes government certified Ethernet 
encryption solutions for networks incorporating Avaya’s IEEE 
802.1aq (SPB) Fabric Connect technology. With the advent of 
network virtualization for the Data Center, Campus and now Wide 
Area Network, a key constant concern for Government agencies 
and corporate enterprises is security of their data traffic running 
over public networking infrastructure.
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Executive Overview

This has cascaded into a change 
from ATM and Frame Relay based 
services to Ethernet and IP based 
services. 

Further, with the increased use of 
network virtualization technologies 
and the need for greater speed 
and flexibility by customers, 
Service Providers now offer Layer 
2 Ethernet services in the form of 
Pseudo-wires, E-Line and VPLS 
services.

Regardless of the underlying 
transport type, one issue that 
still needs to be addressed for 
government, military and many 
large enterprises is securing 
data transmission over public 
infrastructure. 

This can be either local shared 
media or through a Service 
Provider network across a Metro 
area or WAN.

Avaya has formed a partnership 
with Senetas, a company 
that builds market-leading, 
government certified Layer 2 
Ethernet encryptors, to provide 
secure SPB Fabric Connect based 
network solutions that use public 
infrastructure in the MAN and 
WAN (or anywhere).

DOCUMENT PURPOSE
The intention of this document is 
to provide details of the functional 
solution lab testing that has been 
completed using Senetas Ethernet 
Encryptors with an Avaya Fabric 
Connect Solution.

TARGET AUDIENCE
This document is targeted at 
technical sales and pre-sales 
audiences as well as network 
consultants, designers and 
implementers.

ABOUT SENETAS
Senetas is an Australian based 
company with a rich history in the 
development of hardware based 
encryption technologies, from 
ATM and SONET/SDH encryptors 
to todays’ line-rate Ethernet 
encryptors.  Senetas encryptors 
are certified by leading, 
independent, international 
government testing authorities. 
These certifications are FIPS140-
2 level 3, Common Criteria (up 
to EAL4+), CAPS and NATO (all 
member states).

Recognised as the world’s 
leading encryptors of their type, 
Senetas encryptors are used by 
governments, defence, military, 
law enforcement and regulatory 
agencies, financial institutions, 
Cloud and data centre service 
providers, telecommunications 
carriers and a broad range 
of commercial and industrial 
organizations in more than 30 
countries worldwide.

Senetas customers include 
the most secure organisations, 
transmitting highly sensitive 
data across a wide range of 
data network topologies – from 
complex global to simple point-to-
point networks.

Senetas Layer 2 encryptor 
technology ensures that maximum 
data protection need not come 
at the heavy cost of reduced 
network performance. Senetas 
encryptors enable maximum 
network performance through 
their designed-in ultra-low-latency 
and minimal network impact. They 
are also as simple to install and 
manage as “set and forget”.

Visit the Senetas web site at:  
www.senetas.com

SENETAS NATIVE ENCRYPTION FOR  
AVAYA FABRIC CONNECT. 

ONLY SENETAS ‘HIGH-ASSURANCE’ LAYER 2 ENCRYPTORS 
SEAMLESSLY INTEGRATE WITHIN THE AVAYA FABRIC  
CONNECT NETWORKS SOLUTIONS – PROVIDING TRUE NATIVE 
ENCRYPTION SUPPORT. AND  ONLY SENETAS ENCRYPTORS 
ENABLE NATIVE ENCRYPTION “BY SERVICE” PROVIDING 
SELECTIVE ENCRYPTION OF APPLICATIONS AND SERVICES 
WITHIN THE NETWORK ARCHITECTURE.
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Senetas offers a range of layer 2 Ethernet encryption products that serve the data security market.

Senetas encryptors’ use of FPGA technology enables maximum operational flexibility. They better meet 
customers’ specific and unique requirements and provide an optimized high- speed data encryption solution.

In addition to the AES256 bit algorithm, Senetas encryptors may be implemented with customized, customer 
requested algorithms. Selected Senetas encryptors also support Quantum Key Distribution.

Configuration can be performed locally or remotely through the intuitive Senetas CM7 management software 
that acts as the Certificate Authority in a network of encryptors by signing and distributing X.509 certificates.

The Senetas CN 6000 series products (two models shown below) support Ethernet interfaces from 1Gbps 
(RJ-45 & SFP) to 10Gbps (XFP) with flexible licensed options from

10Mbps to 10Gbps. The hardware operates with very low latency and cut-through forwarding while providing 
encryption policies to encrypt Unicast, Multicast and Broadcast traffic over Ethernet point-to-point, hub and 
spoke and full mesh network environments. Refer to online data sheets for detailed product information.

SENETAS ETHERNET ENCRYPTORS

CN6010 Defence-Grade 1Gbps Certified encryptor

CN6100 Defence-Grade 10Gbps Certified encryptor
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SOLUTION INTRODUCTION
Avaya’s standards based SPB (IEEE 802.1aq) Fabric 
Connect solution is based on Layer 2 Ethernet 
technology as a foundation in building virtualized 
data networks for the Data Centre, Campus LAN, 
MAN and WAN.

In offering SPB-based Fabric solutions, Avaya has 
partnered with Senetas to address security of data 
over Ethernet Fabric node inter-connections for 
government and enterprise organizations requiring 
certified military-grade encryption technology.

Avaya conducted testing using Senetas CN6010 
encryptors with an Avaya SPB Fabric Connect 
network to prove that layer 2 encryption solutions 
can work with Avaya’s SPB-based network 
virtualisation technology. Senetas encryptors 
worked seamlessly, as if transparent to the Fabric 
network, in the testing conducted in the Senetas 
labs.

The following sections provide details of the setup 
and testing conducted to illustrate an encrypted 
SPB Fabric Connect solution with Senetas Ethernet 
encryptors. 
 
THE COMPONENTS
The Avaya switches and Senetas encryptors used 
in the test scenarios:

VSP7024XL  Software version 10.3.0

VSP4850GTS  Software version 3.1.0

ERS4850GTS  Software version 5.7.0

CN6010 (1Gbps)  Software ve rsion 2.3.0

 
TEST SETUP DETAIL
Avaya Fabric Connect

The Fabric Connect lab-test solutions were setup 
to validate the most common forms of WAN 
solutions in use today, for example; point to point 
Ethernet services between two sites, point to point 
between multiple sites.

In addition to this, testing was performed to validate 
operation over a point to multipoint Ethernet 
WAN solution using an Ethernet VLAN based 
core to emulate a hub and spoke topology or 
Layer 2 Ethernet VPN/VPLS based service. These 
topologies were setup and tested to leverage 
the Senetas support of point to multipoint layer 2 
encryption between simulated sites.

The VSP7000 and VSP4000 series switches in 
all cases were used as Backbone Edge Bridges 
(BEBs) terminating Layer 2 Virtual Service 
Networks.  ERS4800 switches front- ending the 
VSP BEB switches were used to provide an SPB 
NNI hub and spoke function to present a single 
site interface to the Ethernet encryptor and Carrier 
interface.

All Ethernet links in the lab-test solutions were set 
to 1Gbps speed for ease of testing. 
 
SENETAS ETHERNET ENCRYPTORS
Senetas provided CN6010 Ethernet encryptors 
with Ethernet ports set to 1Gbps speed and in 
all tests were placed on the SPB fabric side of 
the BEB (inside) to simulate acting as customer 
equipment. Senetas Ethernet encryptors are 
designed to seamlessly connect ‘in- line’ in the 
physical communications path of an existing 
network (in-port and out-port). Encryption can 
be applied to all traffic or selected traffic types 
forming point-to-point encrypted connections over 
the physical infrastructure (such as public fibre or 
WAN).

Several operating modes are configurable 
depending on the customer solution requirements 
driven by the infrastructure type or carriage being 
used to transport data between sites. These 
modes are:

LINE mode encryption:  
ALL traffic is “bulk-encrypted” regardless of 
Ethernet source or type (typically used in point to 
point dark fibre solutions where there is no active 
intermediate equipment in use).

VLAN mode encryption:  
Encryption is based on selected VLAN ID’s (after 
Q-Tag), ranges and Ether-Types etc. VLAN mode is 
the most common mode used. Avaya recommends 
using VLAN mode with its Fabric Connect 
solutions.

MAC mode encryption:  
Source/Destination MAC Address based 
encryption.

In all modes, encryption policy can also be set by 
Ethertype (protocol) and by traffic address class 
(unicast, multicast or broadcast). Traffic policy 
options are: discard, bypass or encrypt.
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LAB-TEST SOLUTIONS
Scenario 1: Point to Point links
Test 1A - VLAN mode (no VLACP)

This first test scenario was performed to simulate two sites inter-connected with SPB over a point to point 
public infrastructure / Carrier Service incorporating Senetas Ethernet encryptors running in VLAN mode, 
located between the SPB nodes and the Layer 2 service.  The intermediate service can be any of the 
following: Dark fibre, Optical channel, Pt-Pt Ethernet service; Pseudo wire, E-Line, E-VPLS or VLAN based.

Backbone VLAN ID’s 4051 & 4052 Encrypted and all other traffic blocked. No VLACP in this configuration. 
SPB adjacencies between BEBs form as expected.

Single C-VLAN (VID 998) configured on each switch and mapped to a Layer 2 VSN (ISID 12990998) 
between VSP7000 and VSP4000 BEB switches. Client PC’s configured in one IP subnet communicating 
through BEB C-VLANs across Layer 2 VSN.

Logical setup:

 
 

 
 
Physical setup:

 
 
Test 1A note:  
Continuous ping running between PC-A and PC-B across point to point SPB link.  Removal of link 1/23 (link 
fail test) results in IS-IS timers detecting link failure at far/opposite side, after approximately 40 seconds (for 
BEB-AS001).
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Test 1B – VLAN mode with VLACP

Similar to Test 1A, now with VLACP heartbeat configured between BEB switches. Backbone VLAN ID’s 4051 
& 4052 (tagged), and all untagged traffic in separate encrypted tunnels. SPB adjacencies between BEBs 
form as expected.

VLACP heartbeat configured between BEB-DS002 interface 1/23 and BEB-AS001 interface 1/50. Senetas 
Ethernet encryptors configured to place untagged traffic in separate encrypted tunnel. Untagged VLACP 
heartbeat traffic between BEB’s used for end to end fast link failure detection.

 
 

Test 1B note:  
Continuous Ping running between PC-A and PC-B across point to point SPB link. Removal of link 1/23 (link 
fail test) results in VLACP timers detecting link failure within approximately 3 seconds.

Test 1C – MAC mode with VLACP

With Senetas encryptors set to MAC mode, separate encrypted tunnels must be created for Multicast MACs, 
VLACP and Ether-Types to ensure SPB control plane protocols function correctly. SPB adjacencies between 
BEBs form as expected.

 
 

Auto discovery was enabled on the encryptors to allow the multicast connections to be automatically learnt 
and established across the link, this removed the need to manually configure the encrypted connections for 
all multicast addresses.

 
Test 1C note:  
As with Test 1B, continuous Ping running between PC-A and PC-B across point to point SPB link. Removal of 
link 1/23 (link fail test) results in VLACP timers detecting link failure within approximately 3 seconds.
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Scenario 2: Point to Multipoint links
Test 2A - VLAN mode (no VLACP)

Scenario 2 tests were performed to simulate 3 sites 
with SPB links over a VLAN based Carrier Service 
incorporating Senetas Ethernet encryptors running 
in VLAN mode.

ERS4800s in front of each VSP4k/7k are used as 
switched UNI devices to combine the separate NNI 
interface B-VLANs from each BEB over a single 
physical interface presented to the Carrier VLAN 
service. The Senetas encryptors are placed in-line 
between the ERS4800’s and the Carrier interface 
(NTU).

ERS4800s are used provide SPB NNI Hub and 
Spoke capability in front of each VSP4k/7k. The 
ERS4800 switched UNI capability translates each 
B-VLAN into a unique VLAN and combines the 
separate NNI interfaces from each BEB over a 
single physical tagged interface to be presented 
to the Carrier VLAN service. The Senetas Ethernet 
encryptors are placed in-line between the 
ERS4800’s and the Carrier interface (NTU).

Physically, each site is connected to the carrier 

service in a point to multipoint configuration via the 
ERS4800’s. However, logically to the BEB nodes, 
the SPB adjacency connections are point to point 
as follows:

 
- BEB-DS002 to BEB-AS001

- BEB-AS001 to BEB-AS002

- BEB-AS002 to BEB-DS002

 
Backbone VLAN ID’s 4051 & 4052 on each 
BEB node NNI interface are remapped through 
each ERS4800 to corresponding “core VLANs” 
emulating a VLAN based carrier service 
function. Refer to VLAN mapping tables for test 
configuration detail.

Single C-VLAN (VID 998) is configured on each 
switch and mapped to a Layer 2 VSN (ISID 
12990998) between VSP7000 and VSP4000 
BEB switches. Client PC’s are configured in one 
IP subnet communicating through BEB C-VLANs 
across the Layer 2 VSN.

Logical setup:

Physical setup:
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Test 2A note:  
Continuous ping running between PC-A and PC-B across point to point SPB link.  
Removal of link 1/23 on BEB-DS002 (link fail test) results in IS-IS timers detecting an adjacency failure at 
far/opposite side, after approximately 40 seconds (for BEB-AS001). This is just for the SPB adjacency leg 
between BEB-DS002 and BEB-AS001.

Removing other links, such as interface link 1/19 on BEB-DS002, then fails the SPB adjacency leg to  
BEB-AS002. Similarly, removing interface link 1/48 on BEB-AS001 fails the SPB adjacency leg to BEB-AS002.

VLAN mapping:

BVLAN operation:
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Test 2B - VLAN mode with VLACP

This test was performed to simulate 3 sites with SPB links over a VLAN based Carrier Service incorporating 
Senetas Ethernet encryptors in VLAN mode with VLACP configured between BEB switches for enhanced 
link monitoring and recovery.

VLACP heartbeat is untagged on each separate NNI interface between each BEB node and is passed 
through the Carrier VLAN service within a separate VLAN for each end-to-end instance. This is achieved 
using the ERS4800 (performing the switched UNI function) to encapsulate all untagged traffic into a VLAN 
with the port connected the BEB node operating in UntagPvidOnly mode. Refer to VLAN mapping and 
BVLAN & VLACP operation diagrams.

Similar to Test 2A, each tagged VLAN is in a separate encrypted tunnel and additionally now all untagged 
traffic (for VLACP) is contained within a separate encrypted tunnel. SPB node adjacencies between BEBs 
form as expected.

 
 

VLAN mapping:

Physical setup:
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Test 2B note:  
Continuous ping running between PC-A and PC-B across point to point SPB link. Removal of link 1/23 on 
BEB-DS002 (link fail test) results in VLACP timers detecting an adjacency failure at far/opposite side, after 
approximately 3 seconds (for BEB-AS001). This is just for the SPB adjacency leg between BEB-DS002 and 
BEB-AS001.

Removing other links; such as interface link 1/19 on BEB-DS002; then fails the SPB adjacency leg to BEB-
AS002. Similarly, removing interface link 1/48 on BEB-AS001 fails the SPB adjacency leg to BEB-AS002.

 
Test 1B note:  
Continuous Ping running between PC-A and PC-B across point to point SPB link. Removal of link 1/23 (link 
fail test) results in VLACP timers detecting link failure within approximately 3 seconds.

Test Summary
In summary, the main purpose for conducting these tests was to validate the control and data plane 
operation of an SPB Fabric Connect environment with Senetas Layer 2 Ethernet encryptors for data 
protection over Layer 2 public infrastructure. Data protection and encryption is critically important, but not 
limited to, government agencies and financial institutions for communication networks that span public 
infrastructure over a Metro or Wide Area.

The tested configurations in this document are based on real world network deployments incorporating 
varying solutions currently in use and Layer 2 Ethernet based Carrier services being offered to customers 
for the WAN.

Future tests of additional SPB solutions and encryption configurations are planned.

Additional Considerations
While not officially tested at this point, a number of other SPB configurations are supported as long as direct 
IP forwarding and Routing is not required through the Senetas Layer 2

Ethernet encryptors between BEB/BCB nodes.

For example; IP Shortcuts and Layer 3 VSN’s can operate over an SPB fabric core with Senetas Layer 2 
encryptors configured to look at VLAN Q-Tags (specifically the Backbone- VLANs) and Ethertype of the 
frames. As SPB MAC-in-MAC encapsulation has been applied before traffic reaches the encryptor, any Layer 
3 function using SPB will also traverse the Layer 2 encrypted link. This includes native IP routing over IS-IS  
(IP shortcuts) and Layer 3 VRF to I-SID mapping.

BVLAN & VLACP operation:



The Benefits

In summary the benefits of deploying Senetas Ethernet encryptors with Avaya’s Fabric Connect solutions 
can be listed as follows:

>   Government Certified Ethernet encryption hardware over public and service provider network 
infrastructure.

>    Seamless interoperability inside an IEEE  802.1aq Shortest Path Bridging, Fabric Connect network 
infrastructure.

>    Line rate encryption performance from 10Mbps up to 10Gbps Ethernet speeds with negligible traffic 
latency impact.

>   Support of Layer 2 point to point (Ethernet Psuedo-Wire, E-LINE, E-VPLS) or point multipoint Ethernet 
VPLS, VPN services using Senetas Ethernet encryptors.

>   Scalable encryption solution to match large Fabric Connect network solutions across the WAN.

>     Flexible group key management of via Senetas PKI interface.

Solution Roadmap
Plans are underway between Avaya and Senetas to develop an enhancement for Senetas Ethernet 
encryptors to recognize SPB I-SIDs and to encrypt traffic based on I-SID number.

Interoperability
Although VSP4000, VSP7000 and ERS4800 product were used in this initial testing, Senetas encryptors will 
work equally with other Avaya data networking products that support SPB Fabric Connect capability.

Conclusion
Senetas Layer 2 Ethernet encryptors provide a seamless operational synergy with Avaya’s Fabric Connect, 
SPB-based network virtualization technology. When Senetas Ethernet encryptors are used in an Avaya 
Fabric Connect solution incorporating the use of public network infrastructure, they provide government 
certified protection of customer data network traffic while maintaining all the benefits of implementing a 
fabric network solution.

Avaya is a global provider of business 
collaboration and communications 
solutions, providing unified- 
communications, contact centres, 
networking and related services to 
companies of all sizes around the world. 

 
For more information please visit  
www.avaya.com

Senetas has a rich history in the 
development of  ‘high-assurance’ certified 
hardware encryption technologies; 
from ATM and SONET/SDH encryptors 
to current fibre channel and line-rate 
Ethernet encryptors.  

For more information please visit  
www.senetas.com
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TALK TO SENETAS  
OR AVAYA

A brochure does not provide 
all the information necessary to 
determine the optimal encryptors 
for your data network and data 
protection.

Senetas and Avaya work with  
partners around the world, with 
data security and high-speed 
network technical specialists who 
will help.

Senetas and Avaya also work with 
customers’ existing data network 
service providers, systems 
 integrators and information  
security specialists to specify the 
optimal high-speed encryption 
solution for your needs.

The optimal specification of Avaya 
Fabric Connect and Senetas  
encryption for your network 
requirements is dependent upon 
many factors, including IT  
environments, technical and  
business needs.

Wherever you are, simply contact 
Senetas or Avaya to discuss your 
needs. Or, if you prefer, your  
service provider may contact  
Senetas or Avaya on your behalf.

GLOBAL SUPPORT

Senetas encryptors are  
distributed and supported  
globally by Gemalto N.V.  
Senetas CN Series encryptors  
are used by goverments and 
commercial organisations in  
35 countries.


