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High-Assurance Encryption across MPLS Networks

Senetas high-assurance  
encryptors are multi-certified  
encryptors for Layer 2 carrier  
ethernet networks. They support all 
Layer 2 protocols and topologies.
Senetas high-assurance encryptors provide the 
optimal, most efficient means of encrypting 
data across modern metro or wide area 
Ethernet networks.

By encrypting the payload of Ethernet traffic, 
sensitive data (including all IP addresses) is kept 
completely private whilst the frame headers 
are left unencrypted so that traffic can still be 
switched across the network. Although HSEs 
are designed for use across layer 2 networks 
such as metro or carrier Ethernet services, they 
can also be effectively deployed across layer 3 
Multi-protocol Label Switching (MPLS) or IP/VPN 
environments.

Senetas high-assurance encryptors provide 
extremely high performance encrypted 
throughput and can operate at wire speed 
at rates up to 10 Gbps. By using a dedicated 
hardware encryption engine and a non-
blocking architecture the encryption process 
adds additional latency of less than 10 
microseconds ensuring that performance 
sensitive network applications such as video or 
voice traffic are not impacted.

Senetas high-assurance encryptors provide 
strong authenticated key  management using 
industry standard X.509 certificates that are 
installed in each encryptor from a trusted root 
Certificate Authority. 

The encryptors automatically exchange 
credentials across the network for 
authentication and to securely exchange the 
AES data encryption keys that are used to 
encrypt network traffic.

MPLS NETWORK ENCRYPTION
Senetas high-assurance encryptors are 
designed to be transparent across any layer 2 
network such as point-point dark fiber, WDM 
links, metro Ethernet, VPLS or any layer 2 MPLS 
services.

Senetas high-assurance encryptors can also 
be used across a layer 3 MPLS network (one 
in which Ethernet headers are not preserved 
end-end) with the following two conditions:

>     The encryptor must be configured to 
preserve MPLS labels and/or IP addresses in 
the clear so that they are visible across the 
core for network forwarding

 •  This is a standard encryptor 
configuration item and can be 
enabled via the CLI or remotely 
using Senetas CM7 or Safenet 
Management Centre(SMC) as 
shown in Figure 1.

>    The second condition is that a layer 2 
broadcast domain must be available for the 
encryptor’s key management traffic which is 
sent as Ethernet frames.

 •  This can be provisioned as either a 
physically separate network

 •  Or across the MPLS network itself 
depending upon its capabilities

Figure 1 -Bypass of MPLS labels
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Figure 2 shows one way of achieving this. In 
this example the encryptors require out-of-
band key management (a dedicated port 
on the encryptor) where the encryptor’s 
management port is connected to a PE router 
on the protected side of the network. The 
network operator must configure a VPLS (layer 
2 broadcast domain) service across the MPLS 
core that connects all the router ports that are 
connected to the encryptor’s administration 
interface.

MPLS networks can generally be configured to 
pass either layer 2 or layer 3 traffic end-to-end. 
Provisioning the VPLS service where it is needed 
allows the encryptors to exchange keys and 
establish secure connections across the MPLS 
core.

Once a secure connection has been 
established, the Senetas high-assurance 
encryptors will secure traffic at 100% line rate. 
The frame header can be left unencrypted 
ensuring that it can be switched across the 
network.

To bypass this issue, the Senetas high-assurance encryptors have a standard mechanism to allow 
key management traffic to be sent out the administration (management) interface instead of 
out the normal network facing port; this is called out-of-band key management.

Figure 4 shows how this feature can be enabled using the SafeNet CM7 management platform. 
The feature functions similarly in SMC. Alternatively the CLI command to enable this is shown in 
Figure 5.

Figure 3 - State-of-the-Art Out-of-
Band Key Management

Figure 4 - Enabling management interface key distribution via CM7

LAYER 2 DOMAIN PROVISIONED ACROSS THE MPLS NETWORK
This can be provisioned across the MPLS  core itself.

Figure 2 -Layer 2 service across MPLS core
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HIGH-ASSURANCE ENCRYPTION
Senetas Layer 2 encryptors provide high-
assurance encryption protection for data in 
motion. High-assurance encryption begins with 
secure dedicated hardware encryptors - an 
essential feature of Senetas CN encryptors. 
Then all Senetas encryptors provide:

>     End-to-end, authenticated encryption with 
no weak points in the data links

>    Standards-based encryption  
(EG. AES256 bit)

>    State-of-the-art, client -side Key 
Management Encryption

>     Independent certification by the leading 
testing authorities

CERTIFICATIONS
>    Federal Information Processing Standard 

(FIPS) – United States

>     Common Criteria (CC) – Australia & 
International and Australia

>    North Atlantic Treaty Organisation (NATO) – 
All Member States

>    CESG (CAPS) – UK

Many global commercial enterprises have 
adopted these data security certification 
standards in order to provide stakeholders with 
a recognised degree of security performance 
assurance. IT security professionals commonly 
insist that products used to secure business-
critical, sensitive or valuable data should hold 
one or more of these certifications.

SUMMARY
SafeNet High Speed Encryptors (HSEs) provide 
efficient, high throughput and low latency 
encryption of all traffic across a service 
provider network. Although HSEs are principally 
designed for use across layer 2 networks such 
as metro or carrier Ethernet services they can 
be deployed across layer 3 MPLS or IP/VPN 
environments as well using the configuration 
described in this document.

Format

Figure 5 - Enabling management interface distribution via CLI In this topology, the encryptors 
will authenticate each other and exchange encryption keys across the separate layer 2 
network. Once this is complete, data across the MPLS WAN will be fully encrypted and the 
MPLS/IP headers left in the clear to allow switching in the WAN. There is no degradation of 
performance or impact on the security of the network.

Figure 5 - CLI command
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GLOBAL SUPPORT  
AND DISTRIBUTION
Senetas CN encryptors are 
globally supported and 
distributed by Gemalto under 
its ‘SafeNet’ brand. Gemalto 
provides pre-sales and 
technical support to hundreds 
of accredited partners globally: 
systems integrators, networks 
providers, Cloud and data 
centre service providers, 
telecommunications companies, 
data networks professionals, and 
network security specialists.

For details go to:  
www.gemalto.com/enter-
prise-security/enterprise-data-
encryption

 
TALK TO SENETAS OR 
OUR PARTNERS
Senetas and Gemalto also work 
with customers’ existing data  
network service providers,  
systems integrators and information  
security specialists to specify the 
optimal high-speed encryption 
solution for your needs.

The optimal specification of  
Senetas CN Series encryptors for 
your network data protection is  
dependent upon many factors, 
including IT and network  
environments, technical and  
business needs.

Wherever you are, simply contact 
Senetas to discuss your needs.  
Or, if you prefer, your service  
provider may contact Senetas on 
your behalf.

Senetas develops and manufactures high-assurance Layer 2  
Carrier Ethernet network and MAN encryptors. Senetas multi-certified  
encryptors are used by governments; market-leading enterprises  
and Cloud and data centre services in 35 countries. They protect 
sensitive data without compromising network performance.


