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Microwave links are 
an established part of 
defence, corporate, 
education, health, 
finance, emergency 
services and utility 
networks. They are 
popular because they 
can be quickly and 
easily deployed over 
both short and long 
distances - especially 
when the terrain makes 
conventional cable 
networks impossible  
or impractical.
The maturity of radio frequency 
(RF) technology enables 
microwave links to be used 
as the major trunk channel for 
long distance communication. 
Microwave links have major 
advantages over cabling 
systems:

 > Freedom from land 
acquisition rights. 
Removes requirement for 
permanent access to cabling 
infrastructure for installation 
and repair.

 > Ease of communication over 
difficult terrain. Removes the 
requirement to install difficult 
and expensive cabling.

 > Temporary communication 
infrastructure. Infrastructure 
for short term needs is 
possible without the high 
cost of installing permanent 
network cabling that will only 
be required for a limited time.

However, microwave links have 
some disadvantages arising 
mainly from the use of free-
space communication:

 > Bandwidth allocation is 
extremely limited. The 
competition for RF bandwidth 
from various competing users 
leads to very strict allocations  
of bandwidth.

 > Atmospheric effects. 
Free-space communication 
is susceptible to weather 
effects, particularly rain.

 > Transmission path needs 
to be clear. Microwave 
communication requires 
line-of-sight, point-to-point 
communication.

 > Interference. The microwave 
system is open to RF 
interference.

 > Security. Vulnerable to 
tapping.

MICROWAVE DATA 
SECURITY CONCERNS
Microwave links are susceptible 
to interception because the signal 
is sent across free-space line of 
sight links. Equipment to intercept 
signals is readily and cheaply 
available.

Fixed microwave facilities 
including office buildings are 
common targets for interception 
as the only requirements are a 
very small rooftop antenna and 
decoder in the vicinity of the 
microwave link.
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compromise.

Antenna radiation patterns also 
present the opportunity for 
monitoring of links outside direct 
line of sight due to the presence 
of signal “sidelobes” which can be 
picked up by sensitive receivers 
in the area.

Electronic surveillance intelligence 
agencies such as the NSA have 
satellite-based microwave link 
interception capabilities. These 
systems can intercept microwave 
beams from satellites located in 
appropriate positions.

ENCRYPTION SECURITY 
SOLUTION
While data encryption can 
be an effective data security/ 
protection solution for 
microwave links, its impact 
on network performance and 
bandwidth is important.

Because microwave links 
operate with very limited 
bandwidth and speeds, the 
encryption solution must not  
add overhead to the links.

“Lossless” or “near-zero” 
latency Layer 2 encryption is the 
optimal data protection security 
solution for microwave links. This 
encryption attribute maximises 
the effective available bandwidth 
of the microwave links.
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GLOBAL SUPPORT  
AND DISTRIBUTION

Senetas CN series encryptors 
are supported and distributed 
globally by Gemalto N.V. under 
its ‘SafeNet’ encryption brand. 
Gemalto also provides pre-sales 
technical support to hundreds 
of accredited partners globally: 
systems integrators, networks 
providers, cloud and data  
centre service providers,  
telecommunications companies 
and network security specialists.

www.gemalto.com/enterprise- 
security/enterprise-data- 
encryption

 
SENETAS PARTNERS

Senetas works exclusively with 
leading systems integrators and 
network service providers across 
more than 35 countries worldwide.

Our master distributor, Gemalto, 
and its global network of partners 
have proven expertise in high-
speed data networks and data 
protection.

What’s more, Senetas partners 
are committed to investing in the 
latest technical training for network 
data protection, high-speed data 
encryption and customer needs 
analysis.

 
TALK TO SENETAS OR 
OUR PARTNERS

Senetas also works with  
customers’ existing data network 
service providers, systems  
integrators and information  
security specialists to specify the 
optimal high-speed encryption 
solution for your needs.

The optimal specification of  
Senetas CN Series encryptors for 
your network data protection is  
dependent upon many factors, 
including IT and network  
environments, technical and  
business needs.

Wherever you are, simply contact 
Senetas to discuss your needs.  
Or, if you prefer, your service  
provider may contact Senetas on 
your behalf.




