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STORAGE NETWORK CHALLENGES

Ensuring the security of modern storage infrastructure poses  
a severe challenge.  Heavy reliance is placed on storage 
networks used to backup critical data on distributed servers at 
remote locations. 

Protecting sensitive data in storage backbones is critical for data 
resiliency and data encryption should be the first line of defence in 
storage security both for data at rest and for data in flight.

Although data encryption is a mature technology it poses 
formidable challenges when used for high-performance 
enterprise storage.  Organisations today are typically storing and 
accessing massive amounts of information, these processing 
intensive activities cannot be slowed down by the introduced 
encryption solution.

Security must be integrated into the storage process transparently 
so that it does not impact on the application.

The protective mechanisms adopted in securing storage 
infrastructure must be subject to stringent evaluation and should 
comply with industry best practice in the field.

ENCRYPTION SOLUTION OVERVIEW
Senetas has developed an encryption solution platform that 
provides a simple return on investment whilst ensuring that large 
volumes of sensitive information can be securely transmitted with 
high performance and no overhead. Senetas can provide an end-
to-end encryption solution for many critical organisations.

Products developed by Senetas are approved by Governments 
around the world for securing sensitive information.
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Best Practice  
Storage Protection
Senetas’ wire speed encryption solutions are ideal for securing data 
on the way to the SAN.  With a latency of less than 1uS (at FC-4 rates) 
and a simple “bump in the wire” configuration the device guarantees 
confidentiality of transmitted information whilst remaining transparent 
to users.

CypherNet fibre channel has been designed to integrate transparently 
and seamlessly into storage infrastructures and provides real-time 
encryption in flight for sensitive data in transit. 

CypherNet meets the Storage Network Industry Association (SNIA) 
best practice recommendations* that data must be encrypted in-flight 
between data centres and is accredited to the global best practice 
cryptographic standards Common Criteria and FIPS140.

The CypherNet Fibre Channel Encryptor is a high performance,  
purpose built integrated security solution providing point to point 
encryption for 1, 2, and 4 Gbps Fibre Channel networks.

FIGURE 1 – IN FLIGHT ENCRYPTION

FIGURE 2 - FIBRE CHANNEL FRAME ENCRYPTION

CypherNet Fibre channel offers 
the following benefits: 

 > Common Criteria and FIPS 
assured security 

 > Encrypts all fibre channel 
traffic across point-point links 

 > Connects to F, N or E-ports

 > Full line speed throughput 
with no packet expansion 

 > AES 256 bit encryption 

 > Fully automatic key 
management 

 > < 1uS latency per device at 
4Gbps 

 > SFP short and long haul 
optical modules 

 > Secure remote management 
with CypherManager
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Best Practice  
Storage Protection
ETHERNET STORAGE SECURITY
With a trend towards storage technologies running on Ethernet based 
networks, for example Fibre Channel over Ethernet (FCoE) or iSCSI 
there is a different requirement to secure the information.

For these networks the Senetas CypherNet Ethernet encryptor is the 
ideal solution.  

Designed to provide wire speed encryption at line speeds from 
10Mbps to 10Gbps with a latency of less than 10uS CypherNet  
Ethernet provides seamless end-end encryption for point-point or 
meshed networks.

FIGURE 3 - ETHERNET  ENCRYPTION

SOLUTION BENEFITS
Senetas security products will 
reliably perform the intended 
security functions, and under no 
circumstances will compromise 
the protected information.

The benefits of using a Senetas 
security solution are:

 > Most advanced high speed 
encryption devices on the 
market

 > Fully accredited to 
independent security 
standards

 > Used internationally by 
governments and financial 
organisations

 > Separation of duties 
(Networking from Security)

 > Intelligent policy 
management (won’t allow 
human error)

 > Isolation of encryption to 
a device is appealing for 
problem determination and 
resolution.

 > Broad WAN appliance 
product line to address any/
all applications and networks

 > Unified management for all 
products, existing and future.
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